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Abstract: In distributed transactional database systems deployed over cloud servers, 
entities cooperate to form proofs of authorizations that are justified by collections of 
certified credentials. These proofs and credentials may be evaluated and collected over 
extended time periods under the risk of having the underlying authorization policies or 
the user credentials being in inconsistent states. It therefore becomes possible for 
policy-based authorization systems to make unsafe decisions that might threaten 
sensitive resources. In this paper, we highlight the criticality of the problem. We then 
define the notion of trusted transactions when dealing with proofs of authorization. 
Accordingly, we propose several increasingly stringent levels of policy consistency 
constraints, and present different enforcement approaches to guarantee the 
trustworthiness of transactions executing on cloud servers. We propose a Two-Phase 
Validation Commit protocol as a solution, which is a modified version of the basic Two-
Phase Validation Commit protocols. We finally analyze the different approaches 
presented using both analytical evaluation of the overheads and simulations to guide 
the decision makers to which approach to use. 
 
Speaker: Dr. Zaki earned her B.S in Computer Science and Information Systems from 
Ain Shams University in Cairo, Egypt. During this time, she received mentoring and 
instruction from two of the top cybersecurity consultants for the Egyptian Armed Forces. 
In the meanwhile, she received her MSc degree in Information Systems with a 
concentration in developing stream cipher cryptographic algorithms and protocols. 
Shortly after, she moved to the United States to earn her PhD degree in Computer 
Science from the University of Pittsburgh. Her research interests focused on developing 
privacy preserving protocols for different distributed systems. Dr. Zaki is currently 
teaching as an assistant professor in computer science and cyber engineering at 
Houston Baptist University. 
 


