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ABSTRACT

We highlight the privacy issues that have arisen from the
introduction of the Greek Social Security Number (AMKA),
in connection with the availability of personally identifiable
information on Greek web sites. In particular, we identify
privacy problems with the current AMKA setup and present
data from a web study we conducted in May 2009, exposing
these problems. Given the anticipated ubiquity of AMKA
in Greece in the future, along the lines of the Social Security
Number in the US.

Categories and Subject Descriptors: K.4.1 [Computing
Milieux]: Computers and Society: Public Policy Issues

General Terms: Security

Keywords: security, privacy, AMKA, SSN

1. INTRODUCTION

The introduction of the Social Security Number (SSN)
in the USA happened in 1936 [6]; its original purpose was
to track individuals’ accounts within the New Deal Social
Security program. The SSN has since come to be used as
a unique identifier for individuals within the United States
for a variety of purposes, from the Internal Revenue Ser-
vice (IRS) to student IDs at Universities (up until a decade
ago). The SSN is generally required by financial institutions
to set up bank accounts, credit cards, and obtain loans, par-
tially because it is assumed that no one except the person
to whom it was issued will know it. However, the ubiquity
of the SSN and its use as an authentication mechanism for
financial transactions have intensified the problem of iden-
tity theft [8, 9], prompting legislation against using the SSN
as an identifier that is made publicly available (e.g., on the
face of student ID cards at Universities [5]).

Greece recently introduced its own Social Security Num-
ber, called AMKA, that will become mandatory for all trans-
actions relating to employment and insurance starting Oc-
tober 2009.Essentially, this number is used as the first step
in the effort to modernize the numerous public pension and
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insurance plans. Although it is not expected to replace the
national tax payer ID, already in place, we strongly believe
that this number can take a path similar to that of the SSN
in the US and become the ubiquitous and de-facto identi-
fier number for Greek citizens in the near future, further
increasing its importance.

Given the importance of AMKA, its current design and
implementation are troubling, since they constitute likely
failures in terms of privacy and on the potential for identity
theft, especially in conjunction with personally identifiable
information, that is publicly available on Greek web sites.

Although this paper represents the first scientific study
that identifies these problems, while this study was being
conducted, a number of Greek blogs have already pointed
out the potential privacy issues with AMKA [4, 1]. A few
others have also discovered the AMKA numbers (or their
non-existence) of political leaders in Greece [3, 2|, further
illustrating the privacy concerns.

Contributions: This paper makes the following contribu-
tions:

e performs a study on the availability of personally iden-
tifiable information in Greek web sites.

e highlights the seriousness of the problem with the de-
sign and implementation of the Greek SSN (AMKA),
given such availability.

e illustrates the potential to obtain someone’s AMKA
by presenting the results of a small-scale study (using
both public figures and private citizens).

e proposes solutions to address the current shortcomings
of AMKA.

This paper confirms the lack of awareness on very typical
privacy issues with large-scale systems and the lack of guide-
lines or best practices to that effect, or at the very least, the
lack of adoption of privacy standards in the real world.

2. AVAILABILITY OF PERSONALLY IDEN-
TIFIABLE INFORMATION ON GREEK
WEB SITES

The first part of our study is to quantify the availabil-
ity of personally identifiable information in Greek web sites.
Specifically: “First Name”, “Last Name”, “Father’s First
Name”, “Mother’s First Name”, “DoB” (Date of Birth), “ID#”
(National ID number) and “Taz ID#” (Taxpayer ID num-
ber). To quantify this, we queried Google with all possible


http://crossmark.crossref.org/dialog/?doi=10.1145%2F1655188.1655203&domain=pdf&date_stamp=2009-11-09

| Mother’s FN | DoB | ID# | Tax ID# | Total |
yes yes yes no 50
no yes yes no 1,724
yes yes no no 1,983
no yes no no 3,843
yes no no yes 4,244
yes no yes no 4,895
no no no yes 15,806
no no yes no 22,099
yes no no no 63,211

Table 1: Availability of personally identifiable infor-
mation for regular citizens on Greek web sites. A
person’s First Name, Last Name, and Father’s First
Name were present in all searches, so we omitted
the columns for those attributes since they would
all be yes. FN stands for First Name.

permutations of these personal details, limiting our search
to .gr web sites. The results were filetype-restricted to
.x1s files, because large-scale publication of personally iden-
tifiable information happens primarily through spreadsheet
files.

Table 1 shows the amount of personally identifiable infor-
mation that is available in Greek sites in spreadsheet for-
mat'. The fields “First Name”, “Last Name” and “Father’s
First Name” are omitted because they are always included
in each row. The fields shown in the table were not always
requested in the search query; the indication “yes” indicates
their presence in the query and the indication “no” their
absence. One may notice that half of the possible permuta-
tions in Table 1 are missing, this is because they returned
no results. Note that the “Total#” should be viewed as the
minimum volume of data that can easily be found on the
Greek Web.

If we consider that an individual can be identified uniquely
by their full name, their father’s and mother’s first name,
then the fact that a malicious party can identify over 60
thousand people, is quite worrying. Moreover, it is surpris-
ing that more than 15 thousand taxpayer ID numbers are
publicly available by simply querying a search engine.

Although knowing someone’s first /last name, their father’s
and mother’s first name, and their date of birth (i.e., for the
1,983 people in the third row of Table 1) might not seem to
pose a serious privacy risk, the introduction of AMKA makes
it quite dangerous. The fact that there is a way to find out
a person’s AMKA, as we describe in Section 3, by knowing
these five pieces of information about them, triggered our
curiosity about AMKA and motivated this paper.

3. ABOUT AMKA

AMKA has the following 11-digit format: YYMMDDxxxyz,
where the first 6 digits encode the person’s date of birth
(YYMMDD), the following 4 digits are a sequence number for
people born on that date (xxxy) and the last digit is a control
digit (z). The sex of the person is encoded in the last digit of
the sequence number (y of xxxy): even digits are assigned to
women and odd digits are assigned to men?. This results in

!Personally identifiable information was also found for the
mother of one of the authors, while conducting this study!

2This information is included in the welcome letter sent out
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Figure 1: Screenshot of the AMKA’s Web site form.

disclosure of both the date of birth and the sex of a person
by solely looking at their AMKA.

The second, and even more troubling failure in the imple-
mentation of AMKA, is in the way a person can find what
their AMKA is. Currently, there is a heavily advertised web
form in place (http://www.amka.gr/AMKAGR/), which asks
for the following information:

First Name (‘Ovoua)
Last Name (Exldeto)
e Father’s First Name (‘Ovopa mattpa)

Mother’s First Name (‘Ovopa untépac)

Date of birth (Hpepounvia yEvvnonc)
to provide a person’s AMKA (Figure 1).

Although this can be seen as a big convenience for Greek
citizens, to establish whether they have an AMKA (and
what that number is) or not, it is also a problem in terms
of potentially exposing many individuals to identity theft.
A malicious third party can misuse such a system in three
ways:

1. Find the AMKA of public figures, by obtaining the
required data already available on the Web (e.g., in
wikipedia or their Facebook profiles).

2. Find the AMKA of citizens, by gathering personally
identifiable information that has already been (improp-
erly) published about them on the Web, as we showed
in the previous Section.

3. Find the AMKA of citizens for whom not all of the five
above fields are known, simply by brute-force guessing.

Before testing these ideas, we wanted to be certain that
such actions would not violate the web site’s acceptable use
policy, despite our investigation being done purely for aca-
demic purposes. To our surprise, we found that the link to
the acceptable use policy was broken. In fact, it seems that
it has not yet been supplied (as of June 19, 2009), since the
link currently points to a placeholder.

4. METHODOLOGY AND RESULTS

In this section we present the methodology we used to
conduct our study. Our goal was to discover whether it is

to some AMKA recipients and was mentioned in [1, 4].



possible to find the AMKA of a person and how much effort
is needed to do so.

The data sets we used for our study include personal
details of both public figures and regular citizens, found
on the Web. As mentioned earlier we need the five at-
tributes - “First Name”, “Last Name”, “Father’s First Name”,
“Mother’s First Name”, “DoB” - in order to query the system
for an AMKA. Finding all five of them for each individual
would be ideal but not always the case, as Table 1 shows.
That led us to divide our data-set in two categories: (i) Ez-
act Data, for cases when we have all five fields for a person,
and (ii) Non-ezact Data, for when one or more fields are
missing.

4.1 Exact Data

The Ezact Data set consists of the personal details of in-
dividuals (public figures and private citizens) for whom we
were able to collect all five of the required attributes. The
strategy we followed was straightforward; we simply queried
the system for each individual. To accomplish this with
the minimum amount of effort we built a script, written in
python, that automated the entire procedure. This script
issued one HTTP POST request per individual with the ap-
propriate fields filled-in and parsed the AMKA when avail-
able in the results web page.

[ [ Total [ with AMKA | % |
Public 18 10 [ 55.5
Private | 1,983 1,490 | 75.1

Table 2: Results of the Ezxact Data set.

The results of the FEzact Data set are shown in Table 2.
The first row contains the results after querying for 18 se-
lected Greek public figures. We collected information about
them from public web sites (e.g., wikipedia, their personal
pages, fan sites, etc.), all discoverable through Google. As
far as the private citizens were concerned, we managed to
collect .x1ls documents, mainly from two different sites,
which contained all the personal information required for
searching, that is “DoB”, “Mother’s First Name” etc. Most
of these lists were found on a hospital’s website and their en-
tries referred to nurses and midwives. As we can see, 3 out
of 4 already had an AMKA which we collected successfully.

We should note that failure to find a person’s AMKA when
having all of the five required fields can be attributed to one
of three reasons:

1. The person’s data available on the Web is incorrect.

2. The person’s data entered in the AMKA database is
incorrect.

3. The person does not have an AMKA number yet. This
seems the most possible reason for the majority of our
cases and, of course, will change when AMKA becomes
mandatory (in October 2009).

To compare the public availability of SSNs in the US ver-
sus AMKA numbers in Greece, we used Google to assist us
in collecting as many SSNs as possible. Our search resulted
in the collection of only 270 SSNs. If we take into account
the population of USA, which is in excess of 300 million and
the population of Greece which is approximately 11 million,
the percentage difference between the number of AMKAs
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and the number of SSNs that are publicly available is huge.
Additionally we were able to find 27 SSNs of people that
were deceased. This is an alarming fact because a malicious
party can use one of these SSNs for illegal purposes, present-
ing to be the legal owner of it with less chances of getting
detected.

4.2 Non-exact Data

Despite the fact that in most of the cases it was possible to
find all the required personal details needed to query for an
individual’s AMKA, there were cases that only some of them
could be found. During our study we faced two distinct cat-
egories of missing attributes, either missing “Mother’s First
Name” or “DoB” (day and month — the year was known).
The way we dealt with both cases was brute-forcing the miss-
ing attribute. Doing so in the second case was trivial. We
simply tried all possible combinations of day and month. In
the former case we created a list of the most common Greek
female names, 287 in number and tried them (see Table 3).

| [ Total | with AMKA [ % |
Public-NM 7 34238
Public-ND 5 2]40.0
Private-NM | 149 33221

Table 3: Results of the Non-exact Data set. The -NM
suffix stands for “No Mother’s First Name” and the
-ND stands for “No Date of birth”.

The probability of guessing the missing date of birth is
one, so in our case we are certain that only two public fig-
ures out of five have AMKA. Unfortunately, in the missing
mother’s name case, we are not able to measure the success
of our brute-forcing technique because we do not know the
exact fraction of individuals that does have AMKA. We be-
lieve however, that finding the AMKA of almost one out of
two public figures is a very high success rate, especially if
we consider that it is almost the same as in the case where
all personal details were available. Finally, we should note
here that the low rate in the last row of Table 3 may be due
to another reason. The data-set we used mainly consists of
driving license candidates. This indicates that the majority
of them are young people, probably 18 year olds, that may
have not applied for an AMKA yet.

Using a larger subset of Greek female names we could have
seen an increase in the success rate, but this was not the
main goal of this study. Our goal was a proof-of-concept
discovery of AMKAs and not an exhaustive search style
database extraction.

Politicians
Journalists
Athletes

Celebrities

=N w|©

Table 4: Break down of public figures, for whom we
discovered their AMKA, by profession.

Table 4 shows a breakdown by profession for the public
figures for whom we found an AMKA. The majority of them
are politicians, but we also found the AMKA of a celebrity.
We also found the AMKA of three journalists from major
TV stations and two AMKAs of famous Greek athletes.



4.3 Observations and Limitations

During the course of our study, we noticed some interest-
ing characteristics and updates in the behavior of the AMKA
web form (Figure 1) that we find worth mentioning.

First of all, we observed that if the day and the month of
a date of birth are left blank, the system responds with a
new form asking for the individual’s Taxpayer or National
ID number. An additional observation is that if someone
fills the year of the field “DoB” incorrectly then the system
does not returnl an AMKA. We infer from these two ob-
servations that the company which is responsible for setting
up the system is making some effort in securing the citizens’
AMKA. Also, the system recognizes synonyms of many com-
mon Greek names and thus assists users of the web form.

At some point however, while conducting our experiments
we noticed the following odd behavior. We would fill all
the fields normally except the “DoB”. There we would only
fill in the year of birth and the website would still return
the AMKA. Fortunately, in the interest of privacy of Greek
citizens, this only lasted for a few days in May 2009 and then
was reverted back to responding with a new form asking
for the individual’s Taxpayer or National ID number, when
the date of birth field was incorrect or partial. Another
error we noticed was in the case that only the month was
missing from the “DoB” field. In that case we get a pop-up
with the following message “ORA-01858 COMMUNICATE
WITH THE ADMINISTRATOR?”. This is clearly a database
error [7], and we identified it to be: “a non-numeric character
found where a digit was expected”.

We also noticed that there is a limitation and a variation
in the number of characters in the fields “First Name”, “Last
Name”, “Father’s First Name” and “Mother’s First Name”.
The first two fields can hold up to 20 characters, the “Fa-
ther’s First Name” field can hold up to 15 characters and
the “Mother’s First Name” field can only hold up to 10
characters. The number of characters limitation may cre-
ate problems in case of multiple first or last names, which is
sometimes the case in Greece [1].

Another weakness of AMKA is the fact that only two dig-
its of the 11-digit format of AMKA encode the person’s year
of birth. This may cause problems since it is impossible to
tell if someone was born in 1908 or in 2008, solely by look-
ing at their AMKA. As we already mentioned, the sex of a
person is encoded in the next digit - odd digits are assigned
to men and even digits are assigned to women. We found
however, two cases that this was not the case. Both cases
were for women but the digit was odd instead of even.

4.4 Scenarios

Armed with the knowledge of a citizen’s AMKA, an adver-
sary has the opportunity to conduct several malicious and
dangerous actions.

Private Data Confirmation A curious, or worse, mali-
cious party, can use the online interface to confirm a citizens
birth date, parents’ names, etc. They can then use this in-
formation for other activities, from “harmless” gossip about
someone’s age, to impersonation.

Identity Confirmation An adversary may use the web-
site to confirm guesses. Essentially one can plug in random
values and get back confirmed identities, using the site as
an oracle. If guessing is easy (hence cheap) you can actually
use the interface to mine out the entire database. One can
then use these identities, as before, for impersonation.
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False Medical Payments Depending on how AMKA
is used it may be possible to permit the generation of false
medical payment records (medical exams, prescriptions, hos-
pital visits, etc.) using harvested AMKAs. If a malicious
party acquires a large number of them, they may be able
to charge minute amounts in medical claims that will not
trigger any alarm, but still generate substantial income.®

Identity Spoofing If AMKA starts being used for iden-
tity purposes, in the same way the National ID card, the
passport number or the Taxpayer ID are currently being
used, it can open a whole new way to commit identity spoof-
ing with all the related problems this can cause.

Future Uses Finally, it is unclear at this point what other
uses AMKA may have in the future. Therefore it is hard to
estimate the full privacy impact it will have on the Greek
citizens.

5. CONCLUSIONS

In this paper we presented the privacy issues that have
arisen with the introduction of the Greek Social Security
Number (AMKA). The privacy concerns stem from the fact
that possibly malicious parties can extract Greek citizen
AMKASs from the online portal. We also conducted a more
general study on the availability of personally identifiable in-
formation on Greek sites in contrast to US sites and, through
a small-scale study, found that there is a lot of it publicly
available. To address these issues there are a number of
steps one can take:

e Modify the AMKA web form as to always also require a
person’s Taxpayer ID or National ID for authentication
purposes, not only in case of errors as is now. This simple
solution should eliminate 100% of the AMKAs found in
our study, as fas as public figures concerned.

e Provide a way for citizens to be taken off this online look-
up service, with proper safe-guards to avoid DOS-style
attack.

e Educate people to not post sensitive information about
themselves or others on the web.

This work was supported in part by the Marie Curie Actions
- Reintegration Grants project PASS.
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