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CS 1520: Programming
Language for Web

Applications

Introduction to AFS

Outline

! Andrew File System (AFS)
! AFS Utilities
! Zip utilities
! Test upload of program

! Used for submitting assignments
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AFS overview

! What is AFS ?
! Andrew File System

! 1984 - Developed at CMU as part of Project
Andrew

! 1989 - Transarc Corporation founded to
commercialize AFS

! 1998 - Transarc acquired by IBM
! 2000 - IBM releases OpenAFS under the IBM

Public License (IPL)

Why AFS ?

! Security: authentication via Kerberos 4

! Fine grained control over file permissions

! Can give individual users access to files and
directories
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AFS permissions

! Access Control Lists (ACLs) grant permissions on a per user
and group basis. Each directory has an ACL that controls the
directory and the files in it

! There are seven permissions that may be granted, to either
groups of users or individuals

! System-defined groups exist, but you can define your own
groups

! ACLs always are applied to directories rather than to individual
files

! Files are governed by the ACL on their directory
! If you change the ACL on a directory, access to all of its files

changes
! New created sub-directories inherit the ACLs of their parent

directory

AFS permissions

! AFS ACLs work in conjunction with the standard
Unix "owner" permissions. Only the owner
permissions have an effect on AFS file access

! Unix permissions for "group" and "other" do not affect AFS
file access.

! A user with appropriate AFS permissions can:
! read a file only if the UNIX "owner read" mode is set.
! write to a file only if the UNIX owner "read" and "write"

modes are set.
! execute a file only if the UNIX owner "read" and "execute"

modes are set.
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AFS permissions
! Lookup: l, allows a user to list the contents of the AFS directory,

examine the ACL associated with the directory and access
subdirectories.

! Insert: i, allows a user to add new files or subdirectories to the
directory.

! Delete: d, allows a user to remove files and subdirectories from the
directory.

! Administer: a, allows a user to change the ACL for the directory.
Users always have this right on their home directory, even if they
accidentally remove themselves from the ACL.

! Read: r, allows a user to look at the contents of files in a directory and
list files in subdirectories.

! Write: w, allows a user to modify files in a directory.
! Lock: k, allows the processor to run programs that need to "flock" files

in the directory.

AFS permissions

! File Access Permissions in AFS
! Can combine permissions:

! all: all rights (rlidwka)
! none: no rights
! write: all excluding Administer (a)
! read: read and lookup (rl)
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AFS permissions

! System-groups in AFS
! system:anyuser

! Any user in the world who can gain access to your cell.
This is a very broad group, and caution should always be
used when granting any access to this group

! system:authuser
! Everyone who is currently authenticated in your cell

! system:administrators
! A few users in the cell who have been designated as AFS

system administrators

AFS Utilities (contd.)

! fs  command
! fs option file [-acl/dir] user access

! Access AFS or manipulate path/file
permissions depending on option
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AFS Utilities (contd.)

! Options to the fs command:
! listacl (la): list the ACL of a directory
! setacl (sa): set access rights of directory
! listquota (lq): show details of quota of user
! quota: show percent of quota used
! whereis: show server containing directory or file
! help arg: w/o arg list all options, w/arg give details
! acl: what immediately follows is user + access
! dir: what immediately follows is the target directory

Examples

! If I want to give read and list access to everybody
on a directory named notes

[axgopala@oxygen cs1520]$ fs setacl notes/ system:anyuser rl

[axgopala@oxygen cs1520]$ fs listacl notes/
Access list for notes/ is
Normal rights:

  system:administrators rlidwka
  system:anyuser rl
  axgopala rlidwka
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Examples

! If I want to give all access to Smith (username: smt)
on a directory named foo
! Remember: listacl and setacl can be abbreviated as la and

sa

[axgopala@oxygen cs1520]$ fs sa foo smt all

[axgopala@oxygen cs1520]$ fs la foo/
Access list for foo/ is
Normal rights:

  system:administrators rlidwka
  smt rlidwka
  axgopala rlidwka

Examples

! If I want to give no access to Jane
(username: jane) on the current directory
! By default, listacl lists ACL of current directory

[axgopala@oxygen cs1520]$ fs sa . jane none

[axgopala@oxygen cs1520]$ fs la
Access list for . is
Normal rights:

  system:administrators rlidwka
  axgopala rlidwka
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AFS Utilities (contd.)

! How much space do I have ? Ð checking
your quota
! Use fs with the listquota option

[axgopala@arsenic axgopala]$ fs listquota
Volume Name                    Quota         Used  %Used   Partition
cs.usr0.axgopala            2000000   1709035       85%         86%

! listquota can also be abbreviated as lq
! Hence, fs lq produces the same result

AFS Utilities (contd.)

! klog command
! klog [-principal user] Ðcell cellname
! Request authentication on cellname, prompts for

user password to authenticate.
! If on system for a long time, tokens might expire

requiring use of klog or re-login.
[axgopala@oxygen html]$ klog -principal ang20 -cell pitt.edu
Password:
[axgopala@oxygen html]$ klog ang20@pitt.edu
Password:
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AFS Utilities (contd.)

! tokens command
! tokens
! Lists all tokens that user has in different cells.
[axgopala@oxygen cs132]$ tokens

Tokens held by the Cache Manager:

User's (AFS ID 130185) tokens for afs@pitt.edu [Expires Jan 14
21:38]

User's (AFS ID 1406) tokens for afs@cs.pitt.edu [Expires Jan 14
21:31]

   --End of list--

AFS pitfalls

! I have Ðrw------- on my file, but it can still be
read by others
! Check the directory permissions

! AFS works at the directory level, UNIX
permissions are ignored
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AFS pitfalls

! 2 GB file size limitation
! Though you donÕt really need this "

! Tokens expire after 24 hours
! A klog will get you new tokens

! Cannot set recursive permissions #

"  "  Workaround available "  "

To  g iv e al l  per m ission s t o  u ser  n em o r ecu r siv ely
       $  f in d  . - t y pe d  - ex ec f s sa { }  n em o al l  \ ;  

AFS directory setup

! public
! Directory that can be read and listed by all
! Usually contains a directory html under which users can

create their web pages etc...

! private
! Accessible only by the user

! Backup
! Link in the home directory which contains the backup that

is a day old
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Zip Utilities

! Compressing
! zip [-acfÉ ] filename.zip file1 file2 file3É
! Zips a file (or set of files) and overwrites source with

extension .zip
! Can zip an entire directory

! zip filename.zip dirname/*
! unzip [-acfÉ ] filename.zip
! Unzips a file and restores original filename after removing

.zip
! Options:

! a: ascii text mode
! c: write result to stdout (screen)
! f: force compression or decompression regardless of whether file

exists or not

Zip Utilities

! Compressing
! tar [-xcfÉ ] filename.tar file1 file2 file3É
! Creates an archive of the set of files and overwrites source

with extension .tar
! Can tar an entire directory

! tar -xf filename.tar dirname/
! tar [-xcfÉ ] filename.tar
! Untars a file and restores original filename after removing

.tar
! Options:

! c: create an archive
! x: extract from an archive
! f: force archive or extract regardless of whether file exists or not
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Test Submission

! Files will be submitted to:
! /afs/cs.pitt.edu/public/incoming/CS1520

! Contains sub-directories for each assignment, numbered
1, 2, 3, É .. under which you will copy your files

! You can copy only once, cannot over-write files
$ If you are copying a second time, re-name the file and inform the

instructor about this
! For the test submission, we will submit to the directory test

! Create a directory cs1520 in your current directory
! Copy at-least two files into this directory
! Zip the files into a zip file with name: username.zip
! Copy zip file to:

/afs/cs.pitt.edu/public/incoming/CS1520/test
! List this directory to check if file has been copied fine


